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e:g Juniper Paragon

[ ] [ ]
Intent-based service orchestration ORCHESTRATE
o o o o Intent-based service
Design and provision in minutes

eeeee

Add VPN Service

X CLI scraping. v Model driven; intent based, GUI & API, stateful.
X Service are static with long delivery times. v" Services are dynamic and changes takes minutes.
X Knowledge limited to a few experts. v Abstracts complexity, lower skills needed.

X Lots of human errors. v' Repeatable, predictable, and error free.

X Configure and hope for the best. v" Integrated service testing and monitoring.
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What is your need? D
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PLAN ORCHESTRATE ASSURE

Click for use case
version mapping

MOP Automation

@ itential’

OPTIMIZE

Intent-based Q

. . Trust and compliance
service orchestration

Strategic network planning Q

o}

Policy-based routing Q

Risk-failure analysis, Q

scenario planning Device lifecycle managemen C_ Network observability

Q

Autonomous Q
capacity optimization

Device onboarding Q Active assurance

*Power efficiency optimization is a use case intended for future releases of Juniper Paragon Automation
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Q

Power efficiency Optimization*

Closed loop remediation Q

Juniper |
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ORCH ESTRATE

° ° @ ntent-pase
Intent-based service orchestration

Automation that eliminates human error while accelerating deployment times from weeks to days, by combining
assurance, orchestration and optimization capabilities into one use case.

Diagnose Problems
Recommend Actions

Fix/Optimize

Define & Fulfill Intent Test Experience

User Intent

The user intent

Location(s) Frer]
===1
- Speeds - —
. . ==
- Diversity =
‘
Z =
I," , : Live service: Real-time, end-to-end monitoring Services are re-configured to
(Smnulardesien b\ of userintent. maintain intent
4 User intent to networkintent  *\ Device configuration, service
// - Networkintent to device config. \\ : : :
P Service assurance measurements assu_ram_:e actlvatlo‘n,' Ser,wce
/ N validation and verification
¥ Model based for repeatable results  Right first time: services v/ Right all the time: End-user experience monitored
automatically configured and continually with built-in active assurance built-in

¥ Standards aligned for resilience, efficiency & performance tested from day 1.

v Configurable / Customizable for rapid self-service localization
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e:g Juniper Paragon

ORCHESTRATE

Device Onboarding ‘ Ask Paragon

PLAN

Device lifecycle
"‘ management

Strategic network
"’ Intent-based planning

service orchestration

Paragon
Automation

Risk-failure analysis,
scenario planning

ASSURE

OPTIMIZE

Trust and compliance

Cloud-Native

Closed loop remediation

Open, DevOps Network observability

ASSURE

Active assurance

Routing Observability

OPTIMIZE
Sustainability

Intent based

Optimization BNG & CGNAT

JUNIPEr | w
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Ask Paragon

» Off-the-shelf LLM: no additional Juniper-
LLM e.g. OpenAl specific or network-specific training was needed!

* Enterprise version for privacy

* Prompt

e List of functions * Function calls

. « Response to user’s question
» User’s question P q

* Outputs of function calls

Router % %
Ask Inventory
) Paragon ) %

App

Paragon APls

User GNMI/Netconf an e

Network

JUNIEEr
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Scope of Ask Paragon

It's well-known that LLMs can make mistakes or hallucinate.

So at present, Ask Paragon is not allowed to make changes to the network, it is
only allowed to retrieve information about the network.

ask-paragon> : can you make changes to the network?

No, as a Paragon Automation assistant, I cannot directly make changes to the
network. My role is primarily to assist with network monitoring tasks, provide
insights, and fetch information about network devices and VPNs using Paragon
Automation tools. If you need to make changes to the network, you would need to
use other systems or processes designated for network configuration and changes,
or you might execute commands yourself with the necessary privileges and

permissions.

©2025Juniper Networks @ TNETWORKS



LLM Connector Configuration X

Name * GPT4o-model
Provider * ~
Model * Azure Open Al
’ Open Al
APl Key Ollama
Base URL * https://yoururl.openai.azure.com/
API Version * 2024-08-01-preview

Active ()

Save Cancel

Juniper

NETWORKS |
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LLM Connector Configuration X

Name * GPT40-model

Provider * Azure Open Al v

Model * gpt-4o

API Key @

Base URL * https://yoururl.openai.azure.com/ = RL of your company’s LLM instance
API Version * 2024-08-01-preview

Active ()

Save Cancel

Juniper

© 2025 Juniper Networks NETWORKS



Ilm connector

! NETWORKS

Troubleshoot Devices v
Using http://10.99.178.76:8000/ as PAPI URL

H Using http://10.108.204.47:12000/ as API aggregator URL
TrOUbIeShOOt DeVIces @ Using http://10.106.140.23:9000/ as Insights config-server URL
Using http://10.99.65.158:9000/ as Insights api-server URL
Using http://10.96.219.8:11000/ as Foghorn config management service URL

Urgent Action Needed Action Needed Using http://10.108.31.162:80/rpc/vl/execute as octalk rpc
elcome to Ask Paragon. Send a message or type /? for help

o 5 A 150% vs last week @ 0 No change vs last week Conversation history is being reorded in the file: /root/ask-paragon/logs/20240701-185357_1111_logfil
e.log

ask-paragon>
ask-paragon>

Can you please list the devices in my network?

Message Can you please list the devices in my network?

Response
Hostname - Severity IPv4 Address © {37:38) Ronning: get:device: list()
] Here are the devices in your network:
€ Urgent Action Needed
« i > Name: BOGOTA-MX-204
MAC: 485a0d56d018
Model: MX204
Alerts: Critical: 5
Connected: Yes
© + Urgent Action Needed 10.83.152.250 Name: SFO-ACX-03
MAC: 8828fb0ef680
4 © Urgent Action Needed 10.83.152.251 Model: ACX7024
Alerts: Critical: 4, Informational: 2, Minor: 2
Connected: Yes
Name: MADRID-ACX-04
MAC: 8828fb0f6e80
© Urgent Action Needed 10.83.154.60 Model: ACX7024
Alerts: Critical: 6, Informational: 2
5items Connected: Yes
Name: SINGAPORE-ACX-05
MAC: 8828fb100680
Model: ACX7024
Alerts: Critical: 4, Minor: 1
Connected: Yes
Name: rtme-ptx10001-36mr-13
MAC: d08lc55£3946
Model: PTX10001-36MR
Alerts: Critical: 5, Warning: 9
Connected: No

OGOTA-MX-204 © Urgent Action Needed 10.83.154.7

© + Urgent Action Needed 10.83.152.252




Ilm connector

sing http://10.99.178.76:8000/ as PAPI URL
sing http://10.108.204.47:12000/ as API aggregator URL

sing http://10.106.140.23:9000/ as Insights config-server URL

sing http://10.99.65.158:9000/ as Insights api-server URL

sing http://10.96.219.8:11000/ as Foghorn config management service URL

Troubleshoot Dey

=) Troubleshoot Devices @

Urgent Action Needed Action Needed sing http://10.108.31.162:80/rpc/vl/execute as octalk rpc
elcome to Ask Paragon. Send a message or type /? for help
o 5 A 150% vs last week o o No change vs last week Conversation history is being reorded in the file: /root/ask-paragon/logs/20240701-185600_2397_logfil

:
.

What is the Junos version on BOGOTA-MX-204?

Message What is the Junos version on BOGOTA-MX-204?
Hostname Severity IPv4 Address Response

(8.9s) Running: get_device list()
Q © Urgent Action Needed 5 Running: execute_junos_rpc(cli_operational command=show

i o version, router mac=485a0d56d018)
S g The Junos version on BOGOTA-MX-204 is 23.2R2.18.
BOGOTA-MX-204 © Urgent Action Needed 10.83.154.7
ask-paragon> : ||

SFO-ACX-03 © + Urgent Action Needed 10.83.152.250

© Urgent Action Needed 10.83.152.251
© + Urgent Action Needed 10.83.152.252
rtme-ptx10 r-13 © Urgent Action Needed 10.83.154.60

5 items




Troubleshoot Devices

Hostname

5 items

=z§ Troubleshoot Devices @

Severity

€ Urgent Action Needed

s
© Urgent Action Needed
© + Urgent Action Needed
© Urgent Action Needed
© + Urgent Action Needed

© Urgent Action Needed

IPv]| Response

(18.7s) Running: get device list()
9 Running:
104 execute junos_rpe(router mac=485a0d56d018,

sing http://10.99.178.76:8000/ as PAPI URL
sing http://10.108.204.47:12000/ as API aggregator URL

sing http://10.106.140.23:9000/ as Insights config-server URL

sing http://10.99.65.158:9000/ as Insights api-server URL

sing http://10.96.219.8:11000/ as Foghorn config management service URL

sing http://10.108.31.162:80/rpc/vl/execute as octalk rpc

elcome to Ask Paragon. Send a message or type /? for help

onversation history is being reorded in the file: /root/ask-paragon/logs/20240701-190121 3166 logfil

: Which router in my network is consuming the most power?
ailed to get device details 500 Server Error: Internal Server Error for url:
http://10.108.31.162:80/rpc/vl/execute

Message Which router in my network is consuming the most power?

cli operational command=show chassis power)
execute junos_rpc(router mac=8828fb0ef680,
cli operational command=show chassis power)
execute_junos_rpc(router mac=8828fb0f6e80,
cli operational command=show chassis power)
execute junos_rpe(router mac=8828fb100680,
cli_operational command=show chassis power)

Based on the power consumption data collected from the routers,
here is how they rank in terms of power consumption:

MADRID-ACX-04 is consuming the most power with 90W.
SFO-ACX-03 and BOGOTA-MX-204 are tied with a consumption of
88W each.

SINGAPORE-ACX-05's power consumption data wasn't retrieved
successfully.

Therefore, MADRID-ACX-04 is consuming the most power in the
network.

|ask-paragon> : |}
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Does it understand
CONFIGURATIONS on my
network?

Examples:
* VPN config analysis
» Understanding config diffs

ssssssss



http://10.99.178.76:8000/ as PAPI URL

i Using http://10.108.204.47:12000/ as API aggregator URL
Using http://10.106.140.23:9000/ as Insights config-server URL
Ser\"ce Instances ®@ Using http://10.99.65.158:9000/ as Insights api-server URL

Using http://10.96.219.8:11000/ as Foghorn config management service URL
Using http://10.108.31.162:80/rpc/vl/execute as octalk rpc

Service Instances

Name Customer Service Design Design Version

sales AKME 13vpn 0.5.43

1items C

List my vpns




Instances v

Service Instances ®

Service Instances

Name Customer Service Design
sales AKME 13vpn
1items C

Design Version

0.5.43

http://10.99.178.76:8000/ as PAPI URL

sing http://10.108.204.47:12000/ as API aggregator URL

sing http://10.106.140.23:9000/ as Insights config-server URL

sing http://10.99.65.158:9000/ as Insights api-server URL

sing http://10.96.219.8:11000/ as Foghorn config management service URL

sing http://10.108.31.162:80/rpc/v1/execute as octalk rpc

elcome to Ask Paragon. Send a message or type /? for help

onversation history is being reorded in the file: /root/ask-paragon/logs/20240626-(

1643_9839 logfile.log

sk-paragon> :

sk-paragon> :
: list my vpns

Message list my vpns

Response

(20.0s) Running: get_vpns()
Running:

get_customers()

get_vpns()

Running:
get_service_instances(customer_ids=['l7laab6ée-2d96-1lef-b53b-..
'2b05fd7a-2d96-11ef-b830-9e7b06da58d0 ",
'853a7e25-2edb-1lef-b53b-82bdd05d£89d"',
'eeclb03c-2edc-11lef-b53b-82bdd05d4£89d"',
'bdb409b0-32a4-11ef-b830-9e7b06da58d0"])

Design ID Instance ID VPN Name

13vpn sales bdb409b0-sales




AskParagon >

Junlper Paragon

o] [ ] [

=1 JUNIPER

Juniper -
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ask-paragon>
£ & ask-paragon>

. ‘ ask-paragon>

Troubleshoot Devices ¢ ask-paragon>
ask-paragon>
ask-paragon>

Urgent Action Needed Action Needed ask-paragon>
ask-paragon>
14 4 A 300% vs last week 0 0 No change vs last wask-paragon>

ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
Hostname Severity IPv4 Addgask-paragon>
ask-paragon>

© Urgent Action Needed ask-paragon>
Q v Q ask-paragon>

e ask-paragon>
ask-paragon>

@ Urgent Action Needed 10 SZ.l%A,‘ask_parag°n>
‘ask-paragon>
© + Urgent Action Needed 10.83.152.2ask-paragon>
ask-paragon>
@ Urgent Action Needed 10.83.152 Jask-paragon>

ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
lask-paragon>
ask-paragon>
ask-paragon>

© Urgent Action Needed 10.83 152.1

4 items




Troubleshoot Devices @

Urgent Action Needed

o 4 A 300% vs last week

Hostname

Q

4 items

Action Needed

G 0 No change vs last W

Severity

© Urgent Action Needed
L (A0S

@ Urgent Action Needed
© + Urgent Action Needed
© Urgent Action Needed

@ Urgent Action Needed

Please write a yaml file to be used with jinja template. fill all
the variable values in it and put placeholders for the values

Message that are not 1:1 map. Kindly display it as well

Response

(29.8s) Running:
file_save(file_name=Junos_vpls_template_variables.yaml,
str_data=...)

The YAML file with the variables for the Jinja template has been
successfully created and saved as

LU IER T IET Lt CIS TN, Below is the content of the

file, ready to be used with the Jinja template:

# Junos VPLS Template Variables

IPv4 Addi :

Q

10.83.154.3

10.83.152.3

10.83.152;

10.83.152.3

# Placeholder; adjust based on netwo

# Placeholder; set to actual router
BGP interface

This YAML file maps all the key variables required by the Jinja
template to configure a Junos device for VPLS setup, based on the
provided Cisco configuration. Variables that might not have a
direct 1:1 mapping or require adjustment based on specific
network design are marked as placeholders for further
customization.

ask-paragon> : l




e:g Juniper Paragon

Customer snapshot

Over 300 customers trust Juniper Paragon to manage the world’s most demanding networks

WVOLNO
Service Providers - 143+
Consortium
Consolidated »>GARR Federal/Govts - 44+
COX Sprint . Enterprise - 181+
orange”

® airtel
O R

“felefonica

verizon’

(o)

Rakuten
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HANKYOU
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Wie hat lhnen der
Vortrag gefallen?

o Titel: Juniper WAN Automation
I e e n a n with Al Referent: H. Ammon & M.

Putala, Juniper

fur lhren Besuch!

Jetzt abstimmen
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