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Automatisierte Unterstützung Ihrer 
Sicherheit in einer hybriden IT-Umgebung
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A10 Networks Inc.

• 21 Jahre: gegründet 2004, IPO 2014, NYSE: ATEN
• ACOS: “Advanced Core Operating System” = Shared-Memory OS
• Ca. 515 Mitarbeiter weltweit
• HQ: US: CA, San Jose, EMEA: UK, Bracknell, DACH: DE, München
• 100% Channel, Axians einer der ersten Partner in Deutschland
• Zielmärkte: Service Provider und Enterprise
• Focus: CGN, A10 Control und A10 Defend
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• Die Bedrohungslage im Internet hat sich im Jahr 2025 weiter verschärft. 
Cyberangriffe sind schneller, gezielter und destruktiver geworden. Laut 
dem Bundesamt für Sicherheit in der Informationstechnik (BSI) bleibt die 
Cybersicherheitslage angespannt, insbesondere durch die Zunahme 
hochvoluminöser DDoS-Angriffe und raffinierter Ransomware-Kampagnen.

• Unternehmen stehen vor der Herausforderung, ihre Netzwerke und Daten 
effektiv schützen zu müssen. 

Unsere aktuelle Situation
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Introducing A10 Platform — Industry’s Most 
Enhanced and Scalable Platform

AI-ready Operating System

SSL Offload, Caching 
and Compression

Secure and 
Scalable DNS

Global Server 
Load Balancing

Stateful Firewall

AI Inference and LLM 
Performance

A10 Control - AI-powered Analytics, Insights and Automation

Application Intelligence and Monitoring Service

Preserving and Securing 
IPv4 and IPv6 Addresses

A10 Infrastructure A10 Defend

DDoS Protection Web App Firewall

API Protection

Protection from AI-related Threats

Threat Intelligence and Monitoring Service

Bot Protection
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Powering the Biggest Brands
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Software Consumption Choice

APPLIANCE
Guranteed
Performance
SW & HW Support

VIRTUAL
Instance Isolation
SW Support

BARE METAL
e.g. Dell
SW Support

CLOUD INSTANCES
Flexibility
worldwide
SW Support

CONTAINERS
Cloud native
SW Support

OPEN API
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Cybersecurity Solutions (A10 Defend)

Lack of information of new threats 
results in false negatives

Threat Prevention

Information of new threats allow 
enterprises to react faster and 

reduce failure rates
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Lack of AI to detect threats, 
results in high rate of human error

Threat Detection

Multiple vendor solutions lack 
integration and provide incomplete 

security

Threat Mitigation

Best of breed solutions integrated 
with common management 
provides complete security

AI helps improve efficacy 
and timely detection of DDoS and 

application-layer attacks
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Network 
Firewall

API 
Security

As Your Apps are Evolving, 
IT is Increasingly Chaotic

DDoS 
Protection

Threat 
Intelligence

Web App 
Firewall

DNS 
Security

ADC
Bot 

Protection

• Lack integration

• Multiple management 
interfaces

• Provide limited 
visibility

• Result in higher 
cybersecurity risk

Traditional 
Apps

Web 
Apps

Container & 
API-centric Apps

LLM-based 
Apps
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A10 DDoS Protection Solution

Services, Infrastructures, Data Centers, Corporates, Web e.tc.

Precise Detection: TPS Detector
• Adaptive traffic profiling using behavioral traffic indicators
• Automatic anomaly analysis & detection
• Industry leading performance flow detector

High Performance Mitigation: Thunder TPS
• Industry’s fastest, high precision mitigation
• Intelligent automation and attack mitigation 

leveraging multi-modal & level-escalation techniques
• ML-powered attack pattern filtering & 96M actionable 

threat intel. list

Management & Reporting: aGalaxy TPS
• Centralized DDoS protection and incident management
• Automatic detection & mitigation orchestration
• Single console for incident response and reporting

7x24 DSIRT Service
• Wartime assistance

Threat Intelligence 
Service

• Automatic update

Automated DDoS Defense
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Detection
Traffic 

Orchestration

Mitigation 
Escalation

Zero-day Pattern 
Recognition

DDoS Threat 
Intelligence

Auto Reporting
Auto 

Configuration

Incident Report 
Generation

Discovery and 
Peacetime Profiling

Before During the Attack After

Intelligent Automation Across the Full Protection Cycle
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What Your Ideal Solution Should Look Like

AI-powered Solution 
that Improves Efficacy 

and Scalability

Best of Breed Solutions 
Integrated to 
Reduce Your 

Cybersecurity Risk

Platform-centric 
Approach To Simplify 

and Modernize Your IT



C1-Intern

Integration of Best of Breed helps Prevent, Detect 
and Mitigate Cyberthreats

Best of breed provide 
complete security from 
application, AI and 
Infrastructure-level 
threats

Proactive security 
identifies threats 

before they happen

Fast recovery after 
an attack with live 
support from 
experienced security 
professionals

Simplifies 
infrastructure with 

flexible licensing 
and centralized 

management
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Thank You
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Vielen Dank
für Ihren Besuch!

Jetzt abstimmen 

Wie hat Ihnen der 
Vortrag gefallen?
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